NDMP

Network Data Management Protocol

Protocol Specification Summary

Document Version: 1.7.1 S

Last Update: 08/26/96

Network Data Management Protocol Specification Summary

                                  NDMP

                                                                                                   Confidential September 4, 1996

2

1. OVERVIEW ................................ ................................ ................................ ................................ ............... 3

              1.1 M

                                               OTIVATION
                                                                                                              ................................ ................................ ................................ ................................ .......... 3

              1.2 A

                                             UDIENCE
                                                                                                ................................ ................................ ................................ ................................ .............. 3

              1.3 T

                                            ERMINOLOGY
................................ ................................ ................................ ................................ ....... 3

2. ARCHITECTURE ................................ ................................ ................................ ................................ ..... 4

              2.1 A

                                             RCHITECTURAL
M

ODEL
................................ ................................ ................................ ........................ 4

              2.2 C

                                            OMPARISON
                                                                                                                A

RCHITECTURES
................................ ................................ ................................ ............... 6

              2.3 S

                                           TATE
                                                                         D

                                                                                   ESCRIPTION
................................ ................................ ................................ ............................... 7

              2.4 I

                                        NTERFACES
                                                                                                       ................................ ................................ ................................ ................................ ............ 8

              2.5 M

                                               ESSAGES FROM
B

ACKUP TO THE
NDMP

SERVER
................................ ................................ ................ 8

              2.6 M

                                               ESSAGES FROM
NDMP

SERVER TO
B

ACKUP
................................ ................................ ....................... 8

              2.7 M

                                               ESSAGING PROTOCOL
................................ ................................ ................................ ........................... 9

              2.8 M

                                               ESSAGE DEFINITIONS
................................ ................................ ................................ ........................... 9

              2.9 H

                                             EADER
                                                                                  ................................ ................................ ................................ ................................ .................. 9

              2.10 E

                                                  RROR
                                                                                  ................................ ................................ ................................ ................................ .................. 9

3. INTERFACES ................................ ................................ ................................ ................................ .......... 10

              3.1 C

                                            ONNECT INTERFACE
................................ ................................ ................................ ........................... 10

              3.2 C

                                            ONFIG INTERFACE
................................ ................................ ................................ ............................... 10

              3.3 SCSI

                                                                    INTERFACE
................................ ................................ ................................ ................................ .. 10

              3.4 T

                                            APE
                                                                   I

                                                                        NTERFACE
................................ ................................ ................................ ................................ .. 10

              3.5 D

                                             ATA
                                                                      I

                                                                           NTERFACE
................................ ................................ ................................ ................................ . 10

4. BACKUP INTERFACES ................................ ................................ ................................ ........................ 11

              4.1 N

                                             OTIFY
                                                                                I

                                                                                    NTERFACE
................................ ................................ ................................ ............................... 11

              4.2 L

                                           OGGING
                                                                                         I

                                                                                              NTERFACE
................................ ................................ ................................ ............................ 11

              4.3 F

                                           ILE
                                                              H

                                                                        ISTORY INTERFACE
................................ ................................ ................................ ..................... 11

              4.4 R

                                            EMOTE INTERFACE
................................ ................................ ................................ ............................. 11

F

        IGURE
                                            1. S

                                                                  IMPLE CONFIGURATION
................................ ................................ ................................ .................. 4

F

        IGURE
                                            2. T

                                                                   WO DRIVE CONFIGURATION
................................ ................................ ................................ ............ 5

F

        IGURE
                                            3. J

                                                                UKEBOX CONFIGURATION
................................ ................................ ................................ ............... 5

F

        IGURE
                                            4. B

                                                                   ACKING UP TO
B

ACKUP HOST
................................ ................................ ................................ ......... 6

F

        IGURE
                                            5. B

                                                                   ACKUP STATE DIAGRAM
................................ ................................ ................................ ................. 7

Network Data Management Protocol Specification Summary

                                  NDMP

                                                                                                   Confidential September 4, 1996

3

1. Overview

1. 1 Motivation

The purpose of this protocol is to allow a backup of a host without requiring a full port of the backup

software product. The backup and restore solution is partitioned in a way that minimizes the amount of

software required on the host with the tape drive attached.

The system vendors need only be concerned with maintaining compatibility with one, well-defined protocol.

The backup vendors can place their primary focus on the sophisticated central backup administration

software.

This protocol is specifically intended to support tape drives. This protocol is targeted towards backup

software and there are extensive references to the tasks of backup and restore. However, the protocol may

be used for other applications in the future.

1. 2 Audience

This document is intended for use by software developers considering implementation of Network Data

Management Protocol. The reader is assumed to be familiar with network protocol specifications and with

the general operation of backup software.  The user is not expected to have knowledge of internal backup

software behavior.

1. 3 Terminology

Backup software host

The host on which the backup software, daemons and the databases exists.  The backup software host may

or may not have a tape drive attached

NDMP host

                                                  The host which has a tape drive physically attached and can perform local backups to that tape

                                                  drive using the NDMP.

NDMP server

                                                  The virtual state machine on the NDMP host that is controlled using the NDMP protocol.  There is

                                                  one of these for each connection to the NDMP host.  This term is used independent of

                                                  implementation.

Network Data Management Protocol Specification Summary

NDMP

 Confidential September 4, 1996

4

                                                                                                           2. Architecture

                                                                                                           2. 1 Architectural Model

                                                                                                           The architecture is a client server model and the backup software is considered a client to the NDMP server.

                                                                                                           For every connection between the client on the backup software host and the NDMP host there is a  virtual

                                                                                                           state machine on the NDMP host that is controlled using the NDMP.  This virtual state machine is referred

                                                                                                           to as the NDMP server. Each state machine controls at most one device used to perform backups.  The

                                                                                                           protocol is a set of XDR encoded messages that are exchanged over a bi-directional TCP/IP connection and

                                                                                                           are used to control and monitor the state of the NDMP server and to collect detail information about the

                                                                                                           data that is backed up.

                                                                                                           In the most simple configuration, the backup software will back up the data from the NDMP host to a tape

                                                                                                           drive connected to the NDMP host.

T A P E  d r i v e

N D M P  s e r v e r

B a c k u p  D a t a

B u d T o o l  H o s t N D M P  H o s t

B u d T o o l

N e t w o r k  B o u n d a r y

N D M P  C o n n e c t i o n

Backup

Software

Backup Host

                                                                                                           Figure 1 . Simple configuration

Network Data Management Protocol Specification Summary

NDMP

 Confidential September 4, 1996

5

                                                                                                           It is also possible to use the NDMP to simultaneously backup to two tape drives physically attached to the

                                                                                                           NDMP host.  In this configuration there are two instances of the NDMP server on the NDMP host.

T A P E  d r i v e

N D M P  s e r v e r

B a c k u p  D a t a

B u d T o o l  H o s t

N D M P  H o s t

B u d T o o l

N e t w o r k  B o u n d a r y

N D M P  C o n n e c t i o n

T A P E  d r i v e

N D M P  s e r v e r

Backup Host

Backup

Software

                                                                                                           Figure 2 . Two drive configuration

                                                                                                           The NDMP can be used to backup data to a tape drive in a jukebox that is physically attached to the NDMP

                                                                                                           host. In this configuration, there is a separate instance of the NDMP server to control the robotic arm  in the

                                                                                                           jukebox.

T A P E  d r i v e

N D M P  s e r v e r

B u d T o o l  H o s t

N D M P  H o s t

B u d T o o l

N D M P  P r o t o c o l  C o n n e c t i o n

N D M P  s e r v e r

N D M P  C o n n e c t i o n

T a p e  J u k e b o x

R o b o t i c s  C o n t r o l

Backup Host

Backup

Software

                                                                                                           Figure 3 . Jukebox configuration

Network Data Management Protocol Specification Summary

NDMP

 Confidential September 4, 1996

6

                                                                                                           As a special case it is possible to backup a host that supports the NDMP but does not have a locally

                                                                                                           attached tape drive by sending the data to the backup software host as messages.

T A P E  d r i v e

N D M P  s e r v e r

B a c k u p  D a t a

B u d T o o l  H o s t N D M P  H o s t

B u d T o o l

N e t w o r k  B o u n d a r y

N D M P  C o n n e c t i o n

I n c l u d i n g  B a c k u p  D a t a

Backup Host

Backup

Software

                                                                                                           Figure 4 . Backing up to backup software host

                                                                                                           2. 2 Comparison Architectures

                                                                                                           It is useful to compare the NDMP architecture to other architectures and note the similarities and

                                                                                                           differences.

                                                                                                           rmt

                                                                                                           The architecture is similar to the rmt architecture in that connection is made to a generic server and the

                                                                                                           server is instructed to open a specific tape drive device. The NDMP differs in that it uses a TCP/IP

                                                                                                           connection to a dedicated port whereas  rmt uses the rsh  demon to launch a server.

                                                                                                           X11

                                                                                                           The architecture is similar to the X11 architecture in that it uses a single connection to a TCP/IP port,

                                                                                                           however it differs in that the NDMP server is not assigned to a device until the client opens a device and

                                                                                                           that there is only one client per NDMPserver, whereas X11 is assigned to a display device before the first

                                                                                                           client connects and accepts connections from many clients.

                                                                                                           RPC

                                                                                                           The NDMP architecture is similar to RPC in that it uses XDR encoding. NDMP differs in that it is only

                                                                                                           defined for a TCP/IP connection and that it is not a call-return model, but rather a bi-directional

                                                                                                           asynchronous messaging model.

Network Data Management Protocol Specification Summary

                                  NDMP

                                                                                                    Confidential September 4, 1996

7

2. 3 State Description

The following defines the DATA state diagram

A c t i v e

I d l e

P a u s e d

H a l t e d

DATA_continue

S u c c e s s f u l

 c o m p l e t i o n

                                                  I n t e r n a l

                                                        E r r o r

                                                                                            DATA_abort

DATA_abort

D e t e c t  E O F

DATA_start_backup

  DATA_stop

D e t e c t

M e d i a

E r r o r

                                                                  DATA_start_restore

R e q u i r e s  S e e k

D e t e c t  E O M

Figure 5  - Backup state diagram

Network Data Management Protocol Specification Summary

                                  NDMP

                                                                                                   Confidential September 4, 1996

10

3. Interfaces

                              This section will define the interfaces.

3. 1 CONNECT Interface

This interface allows NDMP server to authenticate the client and negotiate the version of protocol which
will be used.

3. 2 CONFIG Interface

This interface allows the backup software to discover the configuration of the NDMP server.

3. 3 SCSI Interface

The SCSI interface allows low level control of SCSI devices such as jukeboxes.

3. 4 TAPE Interface

Provide complete control of a tape drive. If the tape drive is a SCSI tape drive, then this interface also
provides low level CDB access to the tape drive. This interface is analogous to the rmt protocol.   The
physical device is assigned when the server is started.

3. 5 Data Interface

Selects and formats data for backup. Extracts files from backup for retrieval.

Network Data Management Protocol Specification Summary

                                  NDMP

                                                                                                    Confidential September 4, 1996

11

4. Backup Softw are Interfaces

These interfaces are available to the NDMP server. Only the requests that are intended for use by the

NDMP server are available.  Many of the interfaces require initialization which will be performed by the

backup software before the NDMP server is called.

4. 1 NOTIFY Interface

This interface is used by the NDMP server to let the backup software know that the NDMP server requires

attention.

4. 2 LOGGING Interface

Make an entry into a backup specific log.

4. 3 FILE HISTORY Interface

The backup software maintains a file by file record of every file that is backed up. These record are called

the file history. This interface provides the ability to add entries to the file history. Backup software

currently only maintains file history in a format that is compatible with a UNIX file system, however the

interface is defined in an extensible manner.

4. 4 REMOTE Interface

These messages support backing up and restoring the NDMP host using a tape drive on the backup software

host.